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Why Formal Security Definitions?

Informal statements like:
@ “Data is encrypted”
@ "System preserves privacy”
@ “Protocol is secure”
are inadequate because:
@ Adversaries are adaptive and computationally powerful
@ Systems interact with complex environments

@ Security must hold under composition

Goal: Define security as indistinguishability from an ideal world.
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Real vs Ideal World Paradigm

Two executions:

Real World
Actual protocol I executed by parties with adversary A.

Ideal World

Trusted party computes a specified functionality F. Adversary replaced by
simulator S.

Security holds if no environment Z can distinguish:

Real execution =~ ldeal execution
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What is an Ideal Functionality?

An ideal functionality F is an abstract trusted service:
Receives inputs from parties
Computes prescribed output

o
o
@ Returns outputs to appropriate parties
o

Models minimum information leak and enforces privacy and
correctness automatically

Key idea:

If the real protocol behaves like F, it is secure.
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Example: Secure Message Transmission

Ideal functionality FsmT:
@ Sender submits message m
@ Functionality delivers m to receiver

© Adversary learns only allowed leakage (e.g., message length, control
flow)

Guarantees:
e Perfect confidentiality (as per definition)
o Perfect integrity (as per definiton)
o Guaranteed delivery (unless model allows blocking)

Any protocol emulating FsuT provides secure communication.
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Example: Secure Multiparty Computation

Functionality F¢ for computing function f:
© Parties submit private inputs xi,..., Xy
@ Compute y = f(x1,...,Xn)
© Return outputs to designated parties

Privacy guarantee:

No party learns anything beyond its input and output.
Do they learn who are the parties?

Captures voting, auctions, statistics, etc.
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Simulator and Indistinguishability

Adversary in real world: A
Simulator in ideal world: S

S must reproduce everything A sees using only:

@ Allowed leakage from F

@ Outputs received by corrupted parties

Security condition:

Realn 4.z ~ ldealr s =z

for all environments Z.
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Why Ideal Functionality Matters

Provides:

@ Precise specification of security goals

@ Composability guarantees

@ Modularity in protocol design

@ Separation of concerns: WHAT vs HOW
Key insight:
Design protocols to realize ideal services.
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Universal Composability (U

UC framework (Canetti):
@ Protocol secure even when composed with arbitrary others
@ Environment can interact concurrently
@ Models real-world system complexity

If protocol I UC-realizes F:

I can safely replace the trusted functionality.
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Privacy Through Ideal Functionality

Privacy is encoded as:

@ Restricted information flow in F

o Explicit leakage functions

e Corruption models (honest-but-curious, malicious)
Example:
Database query functionality may reveal:

@ Query result

@ Access pattern

@ Nothing else
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Limitations and Challenges

@ Writing correct functionality is difficult
@ Some tasks impossible without setup assumptions
o Efficiency gaps between ideal and real implementations

@ Subtle leakage channels may be overlooked

Security proofs depend critically on modeling choices.
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Central Principle

A system is secure if it behaves like an ideal trusted service.

Ideal functionality enables:
@ Rigorous security and privacy guarantees
@ Composable system design

@ Clear abstraction of adversarial capabilities
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